=== AI PENETRATION TESTING

Sigmix Red

In a new era of Al-driven hacking,
you need Al-native defense.

Attackers now wield autonomous Al that finds and chains weaknesses at machine speed. Sigmix
Red answers in kind — an Al red-team operator built from the ground up to think like an attacker
across your entire authorized surface. Al-first, not a legacy scanner with Al bolted on.
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= WHY NOW

The attack side already went autonomous.
The defense has to keep pace.

Through 2025 and 2026, offensive Al stopped being a demo. Publicly disclosed incidents show
agent systems running end-to-end — reasoning, adapting to errors, and generating thousands of
actions faster than any human team could review. An annual pen test taken once a year is no
longer the right unit of measurement.

17,000+ ~31s 1 - many

individual actions an autonomous agent for a documented agentic operation to agentic tooling lowers the skill and cost
generated across one disclosed 2026 recover from its own failure and keep going. barrier: one operator can now drive activity
intrusion — reconstructed only after the The speed of the loop is the story. across many organisations at once.

fact.

Annual pentest .  Always-on operator

SNAPSHOT - ONCE A YEAR CONTINUOUS - MACHINE-SPEED

@ Aack sirfgey

One chain reache;
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o atabase, Fouri Your custorner.recom
on 0PS pro s
u ®N, One wajtjp,
B Assets 22 oy g
& Approvals 0
B Repons
A Evidence

182 Settings.

A modern security operations centre — the tempo the defenders now have to match.

The 2026 figures above reflect publicly reported agentic-attack incidents, reconstructed after the fact. They are cited only as context —
Sigmix Red is a defensive, authorized-testing product.

Sigmix Red - Authorized Al penetration testing sigmix.sa 02



=——— AI-FIRST, BY DESIGN

Al attacks need an Al defender.

The best modern defences — EDR, exposure scanners, SIEM — are superb at what they have seen
before. But an autonomous attacker composes novel, multi-step paths in real time, faster than any
signature or rule was written for. Sigmix Red meets it the only way that scales: an Al that reasons
about your specific environment, the way the attacker’s does.

SIGNATURES & HEURISTICS

Strong at the known.

X

X

Matches a fixed list of known signatures — blind
to anything novel or chained.

Dumps thousands of isolated issues; a human has
to guess which ones connect.

Runs quarterly or once a year — stale the
moment your surface changes.

Has no idea your own chatbots and copilots are
now an attack surface.

SIGMIX RED - AI-NATIVE

An operator that reasons.

v

v

Reasons about your environment — not a
signature list, an attacker's mental model of it.

Chains weaknesses into the two or three paths
that actually reach something that matters.

Always on — continuously checking, iterating
and re-chaining as things change.

Red-teams your Al too — the chatbots, copilots
and agents legacy tools can't even see.

AI-native — an operator that models your specific environment, not a rulebook.

Sigmix Red - Authorized Al penetration testing
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—— INSIDE THE CONSOLE

Everything in the box —
one operator console.

Five live views your team works from: the operator overview, proven exploit chains, the discovered
attack surface, ranked findings, and the human approval gate. One place to run an engagement

end to end.

& Sigmix Red

MONITOR
I 8 Overview

@ Al reasoning core
T Exploit chains
(@ Attack surface

/\ Findings & CVEs

B Assets
& Approvals
REPOR

[ Reports

A Evidence

{st Settings

Authorized -
© Data resident in the
Kingdon

® Sigmix Guard™

o1 -

01 - Overview

The operator’'s command
view — one proven chain to
your crown jewels, held at

the gate for you.

scope-locked

audit anchoxing on

@

ACME Bank — External perimeter

© Al reasoning core

Overview — one chain reaches the customer-records database;

02

Every proven path, ranked
— the two or three that
actually reach something
that matters.

Sigmix Red - Authorized Al penetration testing

Exploit chains

03 Attack surface

Everything reachable,
mapped continuously — the
sprawl you forgot you had.

© AUTHORIZED
@ ALWAYS ON Continuously checking - itezating - chaining - last pass 4s ago 1,247
ACHE-EXT-84
.
One chain reaches your customer-records 8
database. Four hops proven, one waiting
on you.
Five findings that are only Medium on their own. The operator connected them, validated every hop
with the least-intrusive check available — and stopped before the last one, because confirming it
touches your systems.
| | | nn | | L B | |
Cwern ) PRIv-esc
Customer records DB — Domain Admin
® vALIATED @ 3 4 47 cances
| vpn-old.acme.sa | deorcorp.acme.sa
R Ketberoast - offline - non-destructive
® VALTOATED T =
pki-ca0l.corp.acme.sa
| jenkins-ci.acme.sa A0 65 - ESCL tomplate + SAN-specitiable
Logdsnell | CVE-2621-44228 | 0.0
o o
[ ] CONF TRMED Enrol cert as alt subject
I Revsed Gt o coix! tenne S e + o Aderedey
Credential reuse - non-destructive o [omen)
(o) ((wwnrronG vou | Domain Admin
records-db-01.acme.sa DA cert Toquest - awaiting approval
2.4M customer records - NOT REACHED
1 Export evidence pack Smeeping 1,247 assets - 3,284 checks today - nothing intrusive runs without

04
CVEs

Ranked, de-duplicated
findings, each backed by a

reproducible path
400-page export.

sigmix.sa

Findings &

3,205 129 ] 41,986
3 1,247 ‘ 1
| 22 undor active test @ 9PERATOR
3 REACH A CRONN JEWEL . 1 WELD FOR YOU

e

Internal knowledge base

@ InGESTED

| copilot.acme.sa

Indirect injection (LT | via retrieved doc

System prompt + tool schema

Sensitive disclosure | LLNG6

Unsafe tool-use

Agent tool-call abu

Internal knowledge base

unscoped retrieval « read-only

REASONING - CHAINING

four hops proven, one held for your approval.

05 Approvals

The human gate — nothing
intrusive runs until your
operator says go.

—nota
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= WHAT IT IS

A red team that never clocks off.

Point Sigmix Red at a scope you own and are authorized to test. It behaves like a patient, tireless
operator: enumerating your surface, reasoning about how pieces connect, and — only where you

allow it — safely confirming that a path is real. Then it writes it up in plain language.

Continuous, not once a year

It re-tests every time your surface changes, so drift is
caught in days rather than at the next audit.

Evidence, not noise

Every finding arrives ranked, de-duplicated, and backed by
a reproducible path — not a 400-page export.

Chains, not checklists

Scanners list issues; Red connects them into the two or
three paths that actually reach something that matters.

You stay in command

Anything intrusive waits behind an explicit human approval
gate. Nothing destructive runs by default.

— ® ALWAYS ON Continvously checking - iterating - chaining - last pass 45 ago e i 128 = 41,988
83 Overview
@ Al reasoning core B e e :
T, Exploit chains 3 o - .
Thirty-four findings. Eight that 8 9 6 12
@ Attack surface 1.2
actually matter.
| A Findings & CVEs 8 e ] )
Every finding arrives ranked, de-duplicated and backed by a reproducible ) .
path — what it is, what it reaches, how to reproduce it, and the fix, routed to st A e A S e
the owner. Not a four-hundred-page export for to triage by hand.
8 Assets
& Approvals (2
/\  High & critical findings
[ Reports cvss © VULNERAB:
A Evidence - CVE-2021-44228 Apache Logdj2 RCE “LogaShell" | iev ||t cnamw jenkins-ci.acme.sa VALIDATED
- CVE-2017-5638 Apache Struts2 content-type RCE | v FouD.
{s% Settings
9.8 CVE-2023-34362 MOVEit Transfer SQLi + RCE | kiv filetransf (AMATTING APPROVAL
9.8 CVE-2621-34473 MS Exchange “ProxyShell” | xev discover.acme FOUND
2.8 CVE-2019-0708 RDP “BlueKeep” pre-auth RCE | xcv s-0ld.actie. s3 FOUND
8.8 CVE-2022-26134 Atlassian Confluence OGNL RCE | xev IN CHAIN wiki-2019.acme IN CHAIN
9.4 CVE-2023-4966 Citrix NetScaler “Citrix Bleed” | xev | [ mearonizeo pn-old.acme.sa VALIDATED
75 CVE-2014-3704 Drupal “Drupalgeddon” SQLI [ kv FOUND.
Authorized - scope-locked
@ bata resident in the
Kingdom
® Signix Guard™ - audit anchoring on Eindiogeby severiiy Coverage by layer
Recn & surface 8R%
Findings & CVEs — thirty-four findings, ranked and de-duplicated, each backed by a reproducible path.
Sigmix Red - Authorized Al penetration testing sigmix.sa 05



—— YOUR REAL ATTACK SURFACE

It’s not 40 assets. It’s everything you forgot

you had.

A big organisation accumulates a decade of DNS records, staging sites, acquisitions and
abandoned projects. That sprawl — the dangling records, the end-of-life servers nobody owns —

is exactly where an Al attacker starts. Sigmix Red maps all of it, continuously, and shows you

what's actually reachable.

& Sigmix Red a ACME Bank — External perimeter e
Ssirras ® ALWAYS ON Continuously checking - iterating - chaining — last pass 4s ago
88 Overview
T, Exploit chains 3 - 3 o
I Itisn’t 40 assets. It’s
(@ Attack surface 1.2k .
everything you forgot you
/A Findings & CVEs 8
had.
Fourteen years of DNS records, staging sites, acquisitions and abandoned
= Assets projects. 38 of them have no owner. That sprawl is where an autonomous
attacker starts, because nobody is watching it — so Red maps all of it,
& Approvals 1 continuously, and shows you what is actually reachable.
&) G @ Attack surface intelligence
A+ Evidence
1,247 341 58 23
{st Settings
® 9 subdomain-takeover-prone ® 28 end-of -life software ® 11 exposed non-prod ® 17 expired 1S ® 8 public storage

vpn-old.acme.sa

legacy-blog. acme.sa

promo-bf.acme.sa

jenkins-ci.acme.sa

autodiscover.acwe.sa

staging-payments. acme_sa

Citrix NetScaler - EOL firmware

WordPress 4.21- 14 plugin CVEs

Dangling CNAME

Jenkins - Logdj present

Exchange 2013 - unpatched

Staging env - debug on

1,247

3,207 128 ] 41,987

23

1,247

END-OF -LIFE

Attack surface — 1,247 records reduced to what is exposed, reachable and worth chaining.

The forgotten estate

Dangling DNS, staging clones, end-of-
life hosts and shadow IT — surfaced
and attributed, not left for the attacker
to find first.

Sigmix Red - Authorized Al penetration testing

Reachable, not theoretical

Mapped from an outsider’s vantage so
you see what is genuinely exposed,
separated from what is fenced or
internal.

sigmix.sa

Continuously, not once

Re-run as your surface changes, so a
new subdomain or a forgotten record
is caught in days — not at the next
annual test.
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=——— HOW IT WORKS

A disciplined loop —
with the brakes wired in.

Every engagement runs the same controlled cycle. The two points where the operator could touch
your systems are guarded by explicit human approval, and every action it takes is written to a
tamper-evident audit trail.

01 Scope & authorize
Every engagement starts from a signed scope you own. Targets outside it are refused, not attempted.

02 Discover & map

The operator enumerates your real, reachable surface — domains, services, the forgotten sprawl.

03 Reason & chain

It models how weaknesses connect and composes the few multi-step paths that actually reach something.

04  Prove — at the gate

Least-intrusive validation only, and only where you allow it. Intrusive steps pause for human approval.

05  Report with evidence

Ranked findings, each with a reproducible path, written to a tamper-evident audit trail.

g PR [
One shain reaches your customer-records | 5 3 120 '[-

database. Four hops proven, one waiting
en you.

The approval gate — the operator stops and asks before anything intrusive runs.

Two gates, always human: nothing intrusive runs without an explicit operator go-ahead, and nothing destructive runs by default.

Sigmix Red - Authorized Al penetration testing sigmix.sa 07



——— RULES OF ENGAGEMENT

Sigmix Red only ever tests what you own and

have authorized.

It is a defensive tool for security teams and their approved partners. It is not sold for, and will not
run against, systems you do not control or have not been permitted to test. Scope, consent and

oversight are enforced by the product — not just promised in a contract.

® Written authorization

Every engagement starts from a signed scope. Targets

outside it are refused, not attempted.

® Non-destructive by default

Least-intrusive validation. No data is exfiltrated, no service

is knocked over to prove a point.

® In-Kingdom & on-prem

Runs on a sealed appliance in your building or in-Kingdom

KSA Cloud. Findings never leave your environment.

®

Sigmix Red

Overview

Al reasoning core

Exploit chains 3
Attack surface 1.2k

Findings & CVEs 8

Assets

Approvals a

Reports

Evidence

iS¢ Settinas

Approvals — every

(=]

Nothing intrusive runs without

you.

The operator reasons and maps continuously, on its own. But the moment an
action would touch your systems, it stops and waits. You approve, you hold,
or you refuse — and whichever you choose is written to a tamper-evident log

with your name against it.

©  Awaiting your approval

) HUMAN APPROVAL REQUIRED

Advance chain step 05 — priv-esc

The operator wants to confirm the over-privileged deploy-bot role reaches the records d

Sigmix Red - Authorized Al penetration testing

ACME Bank — External perimeter

© AUTHORIZED

® ALWAYS ON Continuously checking - iterating - chaining — last pass 4s ago

® Human approval gates

Anything intrusive pauses for an explicit operator go-ahead.
Nothing destructive runs by default.

@ Full audit trail

Every action the operator takes is logged to a tamper-
evident anchor via Sigmix Guard™.

® Aligned to your frameworks

Engagements map to NCA ECC-2, SAMA CSF and PDPL
obligations, with evidence your auditors can use.

‘O

1,247 3,208 128 ] 41,984

Operator is holding ~ no intrusive action in flight

plane. It will use the | read-only check

intrusive step waits here for an explicit human go-ahead.

sigmix.sa 08



—— WHERE IT RUNS

Deploy it the way your rules require.

Sigmix Red fits your security posture, not the other way around — a sealed appliance in your own
building, an in-Kingdom managed cloud, or governed by Sigmix Guard™. Wherever it runs, your
surface, findings and evidence stay under your control.

SEALED ON-PREM IN-KINGDOM CLOUD GOVERNED
Your own rack KSA Cloud Under Sigmix Guard™
Red runs on a sealed Sigmix Prefer managed? Run Red in an Every operator action passes the
appliance inside your data in-Kingdom, data-resident same independent enforcement
centre. Nothing about your environment — the same layer that guards the rest of the
weaknesses ever leaves the operator, hosted on Saudi soil. platform — scrub, then anchor.
building.

0 bytes egress Resident in the Kingdom Tamper-evident audit

o i
mer-record
i s our custo 0
om;h:glmcril‘m ; ven, 0Ne waiting
gatabase-

ps pro

s tinie B T
Intemal knowedge base

. ]
] | cootaamssa

]
sosiisoprnsse | Sytem prom ool scheme.

o
Uosstock co0

Sm) | Desaninn - 0
B Iternal knowledge base

One operator, or a wall of them — Sigmix Red runs sealed on your own metal or in an in-Kingdom managed cloud.

Sigmix Red - Authorized Al penetration testing sigmix.sa 09



—— GET AHEAD OF IT

Find the path before someone else
does.

Bring us your scope and your obligations. We will run a proof-of-concept
engagement, show you the two or three paths that actually matter, and hand your
team the evidence to close them.

PROOF-OF-CONCEPT - AUTHORIZED & SCOPED

A short, fully-authorized engagement on a scope you own — the fastest way to see the operator
find, chain and prove a real path through your surface, with your approval gate in the loop the

entire time.
Discuss a POC See the console Security & evidence
Scope a proof-of-concept for A walkthrough of the operator, How scope, gates and the audit
your organisation. live. trail work.

sigmix.sa

EMAIL TELEPHONE WEB

contact@sigmix.sa +966 11525 6806 sigmix.sa

7229 Innovation Boulevard - Al Ageeq District - 13519 Riyadh - Kingdom of Saudi Arabia - CR 7054521799 VAT 314836510700003 MISA
24926260339

Authorized use only. Sigmix Red is a defensive security-testing product for use by organisations against systems they own or are explicitly authorized
to test. It is provided under a rules-of-engagement agreement that requires documented authorization and a defined scope; it enforces human
approval before any intrusive action and does not run destructive operations by default. Sigmix Red is not offered for unauthorized access to any
system, and use against systems you do not control or have not been permitted to test is prohibited and may be unlawful. Screens shown in this
brochure are design mockups with illustrative data and do not depict any real customer, engagement or finding.

<4 Sigmix =
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a ACME Bank — External perimeter
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© AUTHORIZED

tinuously checking - itezating - chaining - last pass 4s ago

One chain reaches your customer-records
database. Four hops proven, one waiting

on you.

Five findings that are only Medium on their own. The operator connected them, validated every hop
with the least-intrusive check available — and stopped before the last one, because confirming it

touches your systems.
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swopt

1,247

8

3,205

3 1,247

22 under

active test

3 REACH A CROWN JEWEL -

Internal knowledge base

) PRIv-£sC
Customer records DB . Domain Admin
® VALTOATED @ 3 / 47 CRACKE @
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Citetilse [oE 0 9.4 Kerberoast - offline - non-destructive
. VALIDATED . = .
| | pki-ca01.corp.acme.sa |

jenkins-ci.acme.sa AD €S - ESC1 template - SAN-specifiable

Logashell | CVE-2021-44228 10.0

o o

@ Enrol cert as alt subject
| Reused Cltoken — cloud tenant low-priv user + DA identity

Credential reuse - non-destructive o 5 o
(o) [(mwarrave vou | Domain Admin

records-db-01.acme.sa

2.4M customer records - NOT REACHED
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System prompt + tool schema

Sensitive disclosure | LLNG6

Unsafe tool-use
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® Sigmix Red a ACME Bank — External perimeter ) ernea
Seirron @ ALWAYS ON Continuously checking - itezating - chaining - last pass 4s ago 1,247 5,205 128 6 41,988
B Ooverview
@ Al reasoning core : a iy S
T, Exploit chains 3 o - .
Thirty-four findings. Eight that gi= 9 6 2
(@ Attack surface 1.2k [
actually matter.
| A Findings & CVEs 8 e ] )
Every finding arrives ranked, de-duplicated and backed by a reproducible
- . - ® Operat testi erif 3 Z diat
SrRRAT path — what it is, what it reaches, how to reproduce it, and the fix, routed to e R A e i e
the owner. Not a four-hundred-page export for to triage by hand.
8 Assets
& Approvals (2
/\  High & critical findings
[3 Reports cuss © VULNERABI
A Evidence - CVE-2021-44228 Apache Logdj2 RCE “LogaShell" | iev ||t cnamw ne.sa VALIDATED
- CVE-2017-5638 Apache Struts2 content-type RCE | rev FouND
{s% Settings
o8 CVE-2023-34362 MOVEit Transfer SQLi + RCE | kiv filetransfer.ace.s: (warrang approvaL )
9.8 CVE-2621-34473 MS Exchange “ProxyShell” | kev iscover.acme.si FOUND
2.8 CVE-2019-0708 RDP “BlueKeep” pre-auth RCE | xcv ts-old.actie. s3 FOUND
8.8 CVE-2022-26134 Atlassian Confluence OGNL RCE | xev IN CHAIN wiki-2019.acme IN CHAIN
9.4 CVE-2023-4966 Citrix NetScaler “Citrix Bleed” | xev WEAPONIZED pn-olc VALIDATED
75 CVE-2014-3704 Drupal “Drupalgeddon” SQLi [ ev FouND
Authorized - scope-locked
© Data resident in the
Kingdom
® Signix Guard™ - audit anchoring on Eindiogeby severiiy Coverage by layer
Recon & surface 88%
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® Sigmix Red a ACME Bank — External perimeter @ AUTHORIZED
NeRTTon ® ALWAYS ON Continuously checking - itexating - chaining
B8 Overview
@ Alreasoning core ACNE-EXT-84
T, Exploit chains 3 o g 4

Itisn’t 40 assets. It’s

| (@ Attack surface 1.2k .

everything you forgot you
/A Findings & CVEs 8

had.

Fourteen years of DNS records, staging sites, acquisitions and abandoned
= Assets projects. 38 of them have no owner. That sprawl is where an autonomous

attacker starts, because nobody is watching it — so Red maps all of it,
& Approvals 1 continuously, and shows you what is actually reachable.
REPOR
B) G @ Attack surface intelligence
A+ Evidence

1,247 3Mm
{st Settings
® 28 end of life s
vpn-old.acme.sa
legacy-blog.acme.sa
promo-bf.acme.sa
jenkins-ci.acme.sa
Authorized - scope-locked

autodiscover.acwe.sa

© Data resident in the
Kingdom

® Sigaix Guard™ - audit anchoring on staging-payments.acme. sa
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Operator is re-mapping — certificate-transparency sweep running
® 3 public storag
Citrix NetScaler - EOL firmware
WordPress 4.2.1+ 14 plugin CVEs END-OF -LIFE
Dangling CNAME TAKEOVER - PRONE

Jenkins - Logdj present

Exchange 2013 - unpatched

Staging env - debug on
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@ Sigmix Red a ACME Bank — External perimeter © AUTHORIZED
® ALWAYS ON Continuously checking - itexating - chaining - last pass 4s ago 1,247 3,208 128 ] 41,984
B Overview
@ Alreasoning core m ACNE-EXT 84
T, Exploit chains 3 N th. 0 t o .th t
@ Attack surface 1.2k 6 0
you.
/\ Findings & CVEs a
The operator reasons and maps continuously, on its own. But the moment an
action would touch your systems, it stops and waits. You approve, you hold, Operator is holding — no intrusive action in flight
or you refuse — and whichever you choose is written to a tamper-evident log
B Assets with your name against it.
| & Approvals 1
©  Awaiting your approval
[ Reports
/v Evidence & HUMAN APPROVAL REQUIRED
Advance chain step 05 — priv-esc
The operator wants to confirm the over-privileged deploy-bot role reaches the records data-plane. It will use the read-only check.
{5t Settinas
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