Z Sigmix Zero egress - Audit-ready - In-Kingdom

SOVEREIGN Al RACK SERVERS

Powerful Al.
Inside your building.
Nothing leaves.
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inside your data centre, with zero internet egress.

Built for any organisation that wants the latest Al while

keeping 100% control of its data and infrastructure —

inside its own walls.

® Zero internet egress ® Processed in-Kingdom

® Bilingual - AR/ EN ® Turnkey - weeks not years
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> Sigmix

FOUR TIERS, SIZED TO YOUR ORGANISATION

TIER FOOTPRINT Al ACCELERATORS INDICATIVE USERS*
S 2U 1 ~200-250

M 2U 2-3 ~500-750

L 4U 4-6 ~1,500-2,500

XL 4U 8 ~2,500-3,500+

Zero egress - Audit-ready - In-Kingdom

BEST FOR

A department or team

A division / mid-size org

Enterprise-wide

High concurrency

*Indicative at ~10% peak concurrency; final sizing validated to your usage. All tiers include all 7 modules, full EN/AR bilingual, and zero-egress +

audit + SIEM.

THE SUITE — RUNNING ON YOUR METAL

Al Chat Documents & Knowledge

A private assistant your teams can (RAG)

use with sensitive information. Ask across your own documents,
with permissions that respect who
sees what.

Video & Advert Creator Document Creator

Short videos and adverts, Structured, polished documents

generated entirely on your own and reports from a simple prompt.

hardware.

Sigmix Sovereign Appliance - Sovereign Al Rack Servers

Image & Social Creator

On-brand images and ready-to-
post content, in Arabic and
English.

Fully bilingual
The whole experience — native
Arabic & English, full right-to-left.
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> Sigmix

Zero egress - Audit-ready - In-Kingdom

INSIDE THE CONSOLE — THE SEALED CONTROL PLANE

One bilingual admin console; every request served on-box, a persistent NO EGRESS -

AIR-GAPPED status, in English or
Arabic, light or dark.

appliance - overview - riyadh-hq - LAN-only ® NO EGRESS - AIR-GAPPED

%) sigmix sovereign Overview ® O NO EGRESS - AIR-GAPPED & F
Performance & Health
— VA
71 = 412 0.82 —~  248. —~  99.8 et |l kL
Storage & Backups A2 act AR eck 486 A 8 0.31s 1.8 4 dian Sems & 8 46k -stable t0.4s
Updates & Licens:
0.31s 9.82s 1.9s
| | ] |
62 tou/s
® Gen-Al Chat 9,840 48 Finance L EE—— 18
Chat + Documents 6,310 . 31 Legal —————— 14 u
Gen-Al Coding 2,470 . 12 Engineering —— n
® Document Maker R 1,220 € Executive | — 5
® Image & Social 560 Support —== au
Overview - Performance & Health — live service metrics, every request served on-box.

+ Live KPIs — active users, throughput, p95/p99 latency,

+ Node vitals — GPU utilisation, VRAM & temperature,
success rate, queue

internet egress 0 B, LUKS

cussilly Sl sy

ot st &

s (D

v Employees & Access — Active Directory (LDAPS), per-

v System — Ed25519 license (no phone-home) + atomic
tool access, quotas

A/B firmware, ZFS/LUKS storage
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z Sigmix Zero egress - Audit-ready - In-Kingdom

THE EXPERIENCE — PRIVATE, GROUNDED, NATIVELY BILINGUAL

Al Chat answers only from your own files; the entire app works natively in Arabic and English with full right-to-left
support.

Sovereign Al ® PRIVATE - ON-PREM $abad) SlSH) + (uSania o . laa.ald

Al Chat (English) — grounded in company files, with sources Documents & Knowledge (RAG) — native Arabic, full RTL

DEPLOY ON-PREMISES, OR IN YOUR COLOCATION FACILITY
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On-premises server room Sovereign colocation cage Racked in your data centre GPU cluster at scale
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Z Sigmix Zero egress - Audit-ready - In-Kingdom
TECHNICAL SPECIFICATIONS

Network - Zero Trust Cryptography

- Default-deny egress firewall; no outbound internet in sealed
mode

- Continuous egress canary; LAN-only exposure; internal-CA
/ mTLS

- DNS restricted to approved resolvers; VLAN / air-gap
deployable

Platform hardening

- RHEL minimal install, CIS Benchmark / DISA STIG; SELinux
enforcing

- Secure Boot + Silicon Root of Trust + signed firmware;
System Lockdown

- Secured Component Verification; chassis intrusion + bezel
lock

Supply-chain integrity
- Signed, transactional A/B updates with automatic rollback
- Split signing-key hierarchy (offline root + HSM-held keys)

- SHA-256-verified model weights; SBOM + CVE/VEX; signed
provenance (SLSA/in-toto)

- FIPS 140-3 validated modules (NIST CMVP certificate

reference)

- LUKS full-disk, TPM-sealed; TLS 1.2+/1.3, FIPS ciphers;

SME/SEV where validated

- Customer-sole custody of the recovery key; NCA-crypto

configurable

Identity & access

- AD (LDAPS) offline; local + offline signed user-import;

hybrid-Entra

- RBAC + row-level isolation; RAG ACLs enforced pre-

retrieval & pre-prompt

- Admin MFA/TOTP; scoped, capped API keys; break-glass

(no fixed backdoor)

Logging, detection & recovery

- Hash-chained, tamper-evident audit; daily WORM / SIEM

anchor; syslog/CEF or OCSF

« GPU/host telemetry (DCGM); fault quarantine + Pll-redacted

support bundles

- Redundant PSUs, ECC, RAID-1, PLP NVMe; deterministic

power-loss recovery

LOCAL MODELS — ALL IN-KINGDOM

Ships with ALLaM (sovereign Arabic chat) - Whisper large-v3 (speech) - BGE-M3 (embeddings / RAG) - FLUX (image).
Swap-in offline: Qwen2.5, Llama-3.3 — all signed & SHA-256-verified before load.
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Zero egress - Audit-ready - In-Kingdom

> Sigmix

SIGMIX GUARD™ — OUR OWN HARDWARE, OUR OWN FIRMWARE

Beyond the validated server, an independent layer scrubs
sensitive data and anchors a tamper-evident audit trail on
every Sigmix appliance today — and our own proprietary
PCle card, running Sigmix-authored firmware, brings that
layer into dedicated hardware, separate from the host
operating system. Purpose-built, brandable, and sovereign
by design.

® Sigmix-authored firmware ® Non-Chinese sourced

® Independent of the host OS

TWO JOBS — IN DEDICATED HARDWARE, OR IN SOFTWARE

Independent PIl & data
scrubbing

National ID / Igama, IBAN,
payment-card and credential
patterns are detected and
redacted before documents enter
your knowledge base or a
response leaves the box —
designed to support your PDPL,
NCA & SAMA obligations.

Tamper-evident audit
anchoring

Every request is hashed into a
chained audit anchor; the
appliance's FIPS-validated TPM
2.0 signs the exported anchor,
which replicates to your SIEM /
WORM store — an independent
integrity record.

Never a single point of
failure

If the card is ever absent or
faulted, the identical protection
runs in software on the same box.
Inference is never blocked; the
safeguard is never lost.

A full-height PCle card — designed to install in any Sigmix
appliance

An independent enforcement & integrity layer, on-box

Sovereign, by design. A Sigmix-branded PCle FPGA card — custom bracket, silkscreen and PCle vendor ID, so it identifies

as Sigmix inside your rack; sourced from a non-Chinese vendor, with an AES-256 + eFUSE-protected firmware bitstream. It

is an independent enforcement layer — not the certified root of trust, which remains the appliance's FIPS-validated TPM.

Availability: the scrubbing & audit-anchor layer ships with every appliance today in software; the hardware-accelerated card

is a parallel track that adds acceleration and the Sigmix brand as it lands — it never gates a deployment.

Sigmix Sovereign Appliance - Sovereign Al Rack Servers
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Z Sigmix Zero egress - Audit-ready - In-Kingdom

SECURITY — SEALED BY DESIGN, ZERO TRUST-ALIGNED

v Zero internet egress v Hardware root of trust
Default-deny; a continuous canary alerts only if the Silicon RoT — Secure Boot — measured boot — TPM-
internet becomes reachable. sealed disk.

v FIPS-validated cryptography v Encrypted everywhere
NIST CMVP-listed modules, FIPS mode enforced. LUKS at rest, TLS 1.3 & mTLS in transit.

v Least-privilege v No vendor backdoor
RBAC + row-level isolation, RAG ACLs enforced twice, No remote access, no vendor-held key, no phone-home.
admin MFA.

COMPLIANCE — BUILT TO SUPPORT THE KINGDOM'S REGULATORS

Designed to help you meet: SAMA CSF NCA ECC-2:2024 PDPL NDMO data-localization
Aligned with the principles of: ISO/IEC 27001 ISO/IEC 42001 (Al) NIST CSF Vision 2030 objectives
Per-deployment evidence pack: SAMA CSF mapping NCA ECC-2 mapping PDPL / ROPA CIS / STIG scan
FIPS certificate ref SBOM CVE / VEX Secure Boot / TPM status Zero-egress test SIEM export sample
Access-review sample Model-license register

Honest by design. We don't claim to be "SAMA-approved," "NCA-certified" or a "FIPS-certified appliance" — these
frameworks assess your organisation, and FIPS validation covers the cryptographic modules, not the whole box. The
ISO/NIST references above are statements of alignment with those standards' principles, not certifications we hold. This is a
single-node appliance with component redundancy (not a high-availability cluster); for continuous availability, run two
independent units behind your load balancer.
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Z Sigmix Zero egress - Audit-ready - In-Kingdom

ENTERPRISE FOUNDATIONS — VALIDATED BEFORE IT SHIPS

Built on NVIDIA-qualified Dell PowerEdge hardware and a hardened Red Hat Enterprise Linux
foundation — hardware root of trust, Secure Boot, TPM 2.0, CIS/STIG-hardened, put through a
defined validation gauntlet (thermal at Kingdom ambient, 100x unattended reboot, power-cut
recovery, zero-egress verification, measured sizing).

Tochnolc Red Hat

CLOUD Al VS. THE SIGMIX SOVEREIGN APPLIANCE

CLOUD Al SIGMIX SOVEREIGN APPLIANCE

Where data goes To the provider's cloud Never leaves your rack
Internet dependency Required None (sealed)
Vendor access to data Yes None
Audit / SIEM Provider-controlled Your logs, your SIEM
Identity Provider accounts Your Active Directory

SIGMIX — KINGDOM OF SAUDI ARABIA WEBSITE

7229 — King Abdullah Financial District sigmix.sa

Innovation Boulevard - 3004 — Al Ageeq District EMAIL

13519 — Riyadh, Kingdom of Saudi Arabia CIEIT AR TIRGE|

TELEPHONE
CR / UNIFIED NO. VAT ID +966 11 525 6806
7054521799 314836510700003

Book a technical briefing —

© 2026 Sigmix - Sovereign Al, sealed by design - Global Al Show Riyadh 2026 — Official Exhibitor sigmix.sa - English - Page 8 / 16
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